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(57) ABSTRACT 

A method and apparatus recognize an identifier entered by a 
user. A caller enters a predetermined identifier through a 
Voice input device or a touch-tone keypad of a telephone 
handset. A signal representing the entered identifier is trans 
mitted to a remote recognizer, which responds to the iden 
tifier Signal by producing a recognized output intended to 
match the entered identifier. The present invention compares 
this recognized identifier with a list of valid reference 
identifiers to determine which one of these reference iden 
tifiers most likely matches the entered identifier. In perform 
ing this determination, the present invention compares each 
character of the recognized identifier with a character in a 
corresponding character position of each reference identifier 
in light of a plurality of confusion sets. On the basis of this 
comparison, the Set of reference identifiers is reduced to a 
candidate Set of reference identifiers, from which a reference 
identifier that matches the input identifier provided by the 
USC. 
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FIG. 3 
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FIG. 6 
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STATISTICAL DATABASE CORRECTION OF 
ALPHANUMERC IDENTIFIERS FOR 

SPEECH RECOGNITION AND TOUCH-TONE 
RECOGNITION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

The present application is related to the following appli 
cations: U.S. patent application No. 08/763,382, filed Dec. 
13, 1996, entitled “STATISTICAL DATABASE CORREC 
TION OF ALPHANUMERIC ACCOUNT NUMBERS 
FOR SPEECH RECOGNITION AND TOUCH-TONE 
RECOGNITION”; U.S. patent application No. 08/771,356, 
filed Dec. 16, 1996, now U.S. Pat. No. 6,061,654 issued May 
9, 2000, entitled “CONSTRAINED ALPHA-NUMERICS 
FOR ACCURATE ACCOUNT NUMBER RECOGNI 
TION”; U.S. patent application No. 08/909,199, filed Aug. 
11, 1997, entitled “A CONFUSION MATRIX BASED 
METHOD AND SYSTEM FOR CORRECTING MISREC 
OGNIZED WORDS APPEARING IN DOCUMENTS 
GENERATED BY AN OPTICAL CHARACTER RECOG 
NITION TECHNIQUE”; U.S. patent application No. 
08/909,200, filed Aug. 11, 1997, entitled “METHOD AND 
APPARATUS FOR PERFORMING AN AUTOMATIC 
CORRECTION OF MISRECOGNIZED WORDS PRO 
DUCED BY AN OPTICAL CHARACTER RECOGNI 
TION TECHNIOUE BY USING A HIDDEN MARKOV 
MODEL BASED ALGORITHM'; U.S. patent application 
No. 08/953,579, filed Oct. 17, 1997, entitled “METHOD 
AND APPARATUS FOR ACCESSING PREDEFINED 
GRAMMARS”; U.S. patent application No. 08/953,469, 
filed Oct. 17, 1997, entitled “METHOD AND APPARATUS 
FOR MINIMIZING GRAMMAR COMPLEXITY”; U.S. 
patent application No. 08/953,468, filed Oct. 17, 1997, 
entitled “METHOD AND APPARATUS FOR PERFORM 
ING A GRAMMAR-PRUNING OPERATION”; U.S. patent 
application No. 08/975,587, filed Nov. 20, 1997, entitled 
“METHOD AND APPARATUS FOR PERFORMING A 
NAME ACOUISITION BASED ON SPEECH RECOGNI 
TION”; U.S. patent application No. 08/975,588, filed Nov. 
20, 1997, entitled “CONFUSION SET-BASED METHOD 
AND APPARATUS FOR PRUNING A PREDETER 
MINED ARRANGEMENT OF INDEXED IDENTIFI 
ERS”; U.S. patent application No. 08/975,589, filed Nov. 20, 
1997, entitled “CHECK-SUM BASED METHOD AND 
APPARATUS FOR PERFORMING SPEECH RECOGNI 
TION”; U.S. patent application No. 08/928,678, filed Dec. 
2, 1997, now U.S. Pat. No 5,980,152 issued Nov. 9, 1999, 
entitled “METHOD AND APPARATUS FOR ACCESSING 
A SYSTEM ON THE BASIS OF PLURAL MATCHING 
OPERATIONS”; and U.S. patent application No. 09/018, 
449, entitled “STATISTICAL OPTION GENERATOR FOR 
ALPHA-NUMERIC PRE-DATABASE SPEECH RECOG 
NITION CORRECTION"; and U.S. patent application Ser. 
No. 09/018,575, filed Feb. 5, 1998, entitled “A CONFU 
SION SET BASED METHOD AND SYSTEM FOR COR 
RECTING MISRECOGNIZED WORDS APPEARING IN 
DOCUMENTS GENERATED BY AN OPTICAL CHAR 
ACTER RECOGNITION TECHNIOUE”. 

BACKGROUND OF THE INVENTION 

The present invention relates to a method and apparatus 
for recognizing an identifier that is entered into a System by 
a user, and in particular, to a method and apparatus that finds 
a match for Such an input identifier from among a plurality 
of reference identifiers on the basis of a plurality of confu 
Sion Sets. 
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Most institutions, Such as banks and department Stores, 

allow customers to access over the telephone a wide variety 
of Services and account information. Before the advent of 
touch-tone telephones, a customer would obtain these Ser 
vices and information through interacting with a live opera 
tor. AS touch-tone telephones became more prevalent in 
homes, these institutions began Switching to automated 
customer-acceSS Systems. After dialing a telephone number, 
a customer using Such Systems would be asked to enter an 
account number or identifier. AS used herein, the terms 
“account number” and “identifier are used interchangeably, 
and they refer to a String of characters that may comprise a 
plurality of letters, numbers, or both. Furthermore, as used 
herein, an identifier may be used not only to identify a user, 
but also may be used as an identifier for identifying a 
particular product or Service offered by an institution. In the 
first generation of automated customer-acceSS Systems, a 
user would enter Such an identifier by Sequentially pressing 
a Series of keys provided on the telephone keypad. Each 
pressed key would correspond to a different character in the 
identifier. The pressing of these keys would produce a Series 
of tones that would be provided over a telephone network to 
the institution. At the institution, the series oftones would be 
decoded to produce the entered identifier, and if the identifier 
entered by the user was determined to correspond to a valid 
identifier, then the user would be allowed to enter 
commands, again through the telephone keypad, that would 
provide access to whatever services would be offered by the 
institution. 
The next generation of automated customer-access Sys 

tems eliminates the use of telephone keypads to Verify the 
identity of a valid user. Had of entering an identifier through 
a telephone keypad, a user would be prompted to Speak the 
identifier into the telephone handset. For example, the user 
may speak into the telephone the identifier “JB123E”. The 
user's voice Signal would be transmitted over the phone 
lines to the financial institution, which would employ a 
Speech recognition System to produce a recognized identifier 
that is intended to correspond exactly to the identifier Spoken 
by the user. 

Nevertheless, Such exact correspondence is quite difficult 
to attain, mostly due to the deterioration of Voice Signals that 
routinely occurs over conventional telephone lines. In 
particular, as a voice Signal is transmitted to a remote 
location, conventional telephone lines introduce into Such 
Signals noise and restrictive band limitations. Such a dete 
rioration present in a Voice Signal may cause a remote speech 
recognizer to produce a recognized output that does not 
correspond to the spoken identifier. Because of the limita 
tions introduced into the Voice Signal by the telephone lines, 
the Speech recognizer may confuse Similar Sounding letters 
and numbers. Thus, a speech recognizer may confuse the 
letter “A” with the number “8”, the letter “K”, or the letter 
“J”. Similarly, the Speech recognizer may confuse the letter 
“C” with the letter “D” or the number "3". For example, 
given that a user speaks the identifier “JB123E' into a 
telephone, the Speech recognizer may produce “AE123D as 
an output. Accordingly, a need exists to enhance the accu 
racy of Such speech recognition Systems and overcome the 
limitations introduced into Voice Signals by typical commu 
nication lines, Such as, for example, conventional telephone 
lines. 

Similarly, touch-tone recognition Systems also mistakenly 
recognize the wrong identifier. Accordingly, a need also 
exists to enhance the accuracy of Such touch-tone recogni 
tion Systems. 

SUMMARY OF THE INVENTION 

In order to overcome these deficiencies, the present inven 
tion is directed to a method and apparatus that enhances the 
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reliability of a System intended to recognize multi-character 
identifiers provided by a remote user. 

In a first representative embodiment of the present 
invention, the remote user enters an identifier by Speaking 
into a Voice input device. The present invention then pro 
vides a recognized identifier based on the entered identifier, 
the recognized identifier comprising a Second plurality of 
predetermined characters. The present invention Stores a 
plurality of reference identifiers, each one of the plurality of 
reference identifiers comprising a different plurality of pre 
determined characters. The present invention Selects a match 
for the input identifier from this plurality of reference 
identifiers. The present invention also provides a plurality of 
confusion Sets, each confusion Set grouping together a 
different plurality of character members. The present inven 
tion compares each character in the recognized identifier 
with a character in a corresponding character position of 
each reference identifier to determine which characters in 
the recognized identifier do not correspond to characters in 
corresponding character positions of the reference identifi 
ers. If a character in the recognized identifier does not match 
the character in the corresponding character position of a 
recognized identifier, the present invention eliminates the 
reference identifier if the non-matching characters are not 
from the same confusion Set. After performing this com 
parison for every reference identifier, the present invention 
determines how many non-eliminated reference identifiers 
remain. If more than one Such reference identifiers remain, 
the present invention will prompt the user with each remain 
ing reference identifier until the user provides a positive 
confirmation that a particular reference identifier matches 
the input identifier. Alternatively, the present invention 
assigns an associative weighting to each remaining reference 
identifier and selects the reference identifier with the highest 
asSociative weighting as matching the input identifier. If 
only one reference identifier remains after the elimination 
operation, then that Sole remaining reference identifier is 
Selected as matching the input identifier. 

According to yet another representative embodiment, the 
present invention is implemented in a touch tone recognition 
System. In this embodiment, a user enters an identifier 
through a conventional keypad of a touch-tone telephone. 
The System includes any Suitable touch-tone recognizer for 
producing a recognized identifier, and the present invention 
Selects a matching reference identifier for the input identifier 
entered in this manner according to the same operation 
discussed above. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Other features and advantages of the present invention 
will become apparent from the following detailed 
description, together with the drawings, in which: 

FIG. 1 shows a block diagram of a speech recognition 
System in accordance with the present invention; 

FIG. 2 shows a confusion matrix for arranging a plurality 
of probabilities indicative of the likelihood that a particular 
character in a reference identifier was spoken by a user; 

FIG.3 shows a connectivity matrix from which a plurality 
of confusion Sets are derived; 

FIG. 4 shows an exemplary group of confusion Sets; 
FIG. 5 shows a flow diagram outlining the operation of 

the present invention according to a first embodiment; and 
FIG. 6 shows a flow diagram outlining the operation of 

the present invention according to a Second embodiment. 
DETAILED DESCRIPTION 

FIG. 1 illustrates a System that implements a speech 
recognition routine in accordance with the present invention. 
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The system of FIG. 1 is merely an example of one kind of 
System that is capable of Supporting the present speech 
recognition routine, and it should be appreciated that the 
present Speech recognition routine is compatible with 
numerous other applications. 
The system 10 of FIG. 1 includes a voice input/output 

device 15, which may comprise a conventional telephone or 
microphone. A user wishing to access a particular Service 
provided by the System would be prompted to Speak into 
voice input/output device 15 a predetermined identifier. For 
purposes of this discussion, the user Shall be assumed to 
Speak a valid identifier into device 15. This voice Signal can 
be carried over a telephone line to a public telephone 
network interface 65, which interfaces the voice signal 
generated by voice input/output device 15 to the remaining 
components of the Speech recognition System. Of course, 
any wired or wireleSS connection could convey the Voice 
Signal to the Speech recognition System. The System of FIG. 
1 further includes an A/D converter 20, which converts the 
analog voice Signal provided by interface 65 into a digital 
Signal. A/D converter 20 Supplies the digitized Voice Signal 
to Speech recognizer 30, which may comprise, for example, 
a HARK3.0 recognizer, which is manufactured by BBN Co. 
After employing a recognition routine, for example, the 
Hidden Markov Model, speech recognizer 30 provides as an 
output a recognized identifier, which may or may not cor 
respond to the identifier that the user spoke into the tele 
phone. The recognized output is provided to an input of CPU 
40. CPU 40 is configured to determine whether the recog 
nized identifier corresponds to any one of a plurality of valid 
identifiers stored in reference identifier database 35, which 
may comprise a hard disk or any other Suitable Storage 
medium capable of Storing a large number of account 
numbers. 
As explained before, the system 10 may be constructed to 

accommodate touch-tone recognition. In this System, any 
Suitable touch-tone recognizer would be used in place of the 
Speech recognizer. A user would then enter an input identi 
fier through the keys of a touch-tone keypad provided by 
device 15. The remaining operation of Such a touch-tone 
based system would follow the operation of the speech 
recognition System to be described hereafter. 

Returning to FIG. 1, the identifier recognition routine that 
CPU 40 uses to verify the validity of a recognized identifier 
is stored in identifier verification module 75. Used in con 
junction with the routine of module 75 is a plurality of 
confusion sets stored in confusion set memory 70. The 
confusion Sets are generated on the basis of one or more 
confusion matrices maintained in confusion matrix memory 
45 in accordance with the instructions provided in confusion 
set generating module 80. CPU 40 controls a voice prompt 
device 60, which may comprise DIALOGIC telephone inter 
face cards. CPU 40 causes voice prompt device 60 to issue 
Voice inquiries to a user at Voice input/output device 15. For 
example, the Voice prompt device 60 may issue an inquiry 
such as “Please tell me your identifier”. The system of FIG. 
1 also includes a data input device 50, Such as a keyboard, 
a CD-ROM drive, or a floppy drive, and the system of FIG. 
1 is also provided with a display 55. 

FIG. 2 illustrates a confusion matrix that is used by CPU 
40 to produce a plurality of confusion sets. U.S. patent 
application Ser. No. 08/763,382, the entire disclosure of 
which is incorporated by reference herein, also contains a 
discussion of confusion matrices. For the example provided 
in FIG. 2, the identifier grammarshall be LLNNNE. That is, 
each one of the valid identifiers stored in database 35 is six 
characters long in which the first two character positions 
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may comprise only letters of the alphabet, the third through 
fifth character positions may comprise only numerals 0-9, 
and the last character position may comprise either a letter 
or a numeral. In order to avoid confusing the letter “O'” with 
the numeral “0”, the identifier grammar may be configured 
to exclude the letter “O'” as a possible letter to be used in the 
first, Second, or last character positions, and recognizer 30 
would be configured to recognize the numeral “0” when it is 
spoken by a user either as “oh” or “Zero”. Of course, the 
characters that constitute the identifier grammar can be 
configured to be of whatever length and may comprise any 
combination of letters, numerals, or both. Further, the char 
acters that constitute the identifiers may comprise Such 
typographical characters as “%”, “if”, “&”, “G”, etc. 

Since illustrating a confusion matrix for the entire alpha 
bet is not necessary to explain the operation of the identifier 
recognition routine, the confusion matrix of FIG. 2 is limited 
to a portion of the alphabet. Furthermore, the matrix is not 
provided with every entry because the following discussion 
shall refer to a limited number of identifiers and the entries 
provided in the matrix correspond to those letters that are 
included in this limited group of identifiers. Thus, all the 
blanks in FIG. 2 should be considered to be zero. Of course, 
when the System of the present invention is implemented, 
the confusion matrix would be provided with a complete set 
of entries and the database would be provided with a large 
amount of identifiers, for example, 100,000. 
The confusion matrix of FIG. 2 is read as follows: the 

Vertical columns correspond to letters and numbers that were 
recognized by recognizer 30, and the horizontal rows cor 
respond to letters and numberS Spoken into the telephone. Of 
course, the confusion matrix of FIG.2 may be configured in 
reverse, in which the horizontal rows correspond to letters 
and numbers recognized by recognizer 30, and in which the 
Vertical columns correspond to letters and numberS Spoken 
into the telephone. The decimals that are provided in the 
confusion matrix represent different probabilities. For 
example, based on the confusion matrix of FIG. 2, given that 
“A” is recognized by recognizer 30, the probability that “A” 
was spoken by a user into a telephone is 50%. For the 
recognized letter “A”, there is also a probability of 30% that 
“J” was spoken, and there is a probability of 20% that “8” 
was spoken when “A” was recognized. 

The particular probabilities that are provided in FIG. 2 are 
determined in advance through experimentation, and they 
are tailored to Suit the particular recognizer 30 that is used 
in the System of FIG. 1. Thus, when a particular recognizer 
is to be used in the System of FIG. 1, a test group of perSons 
repetitively provides pronunciations of each of the letters 
and numerals, and the recognized output of recognizer 30 for 
each pronunciation is recorded. In order that the results of 
these tests incorporate the influence of the noise and band 
width limitations that affect speech recognizerS operating 
under real conditions when receiving voice Signals from a 
telephone line, the Vocal pronunciations of this test group of 
perSons may be provided to the Speech recognizer over a 
telephone line. From these various “trial runs of the rec 
ognizer 30, the probabilities that characterize the recognition 
accuracy of the recognizer are established, and these prob 
abilities can be entered as a confusion matrix into memory 
45 through data input device 50. Since different recognizers 
exhibit different recognition accuracies, if recognizer 30 is to 
be replaced with a different recognizer, then a confusion 
matrix corresponding to the replacement recognizer must be 
entered into memory 45. Or alternatively, memory 45 may 
Store in advance a plurality of predetermined confusion 
matrices corresponding to different recognizers, So that 
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6 
when a replacement recognizer is implemented, the corre 
sponding confusion matrix may be selected by entering a 
command through input device 50. It should be noted that 
the probabilities of a confusion matrix need not be arranged 
in matrix form, but may be arranged as an array, or as any 
other data structure capable of associating a recognized and 
spoken character in terms of a probability. 

In order to discuss the manner in which a plurality of 
confusion Sets are generated, reference is now made to 
FIGS. 3 and 4, along with U.S. patent application Ser. No. 
08/975,588, which is incorporated by reference herein. FIG. 
3 illustrates what is referred to as a connectivity matrix, from 
which a plurality of confusion Sets may be obtained. An 
example of a plurality of confusion sets is shown in FIG. 4. 
Each confusion Set is intended to group together those letters 
that are most likely to be confused with each other. Within 
the context of a speech recognition System, the letters that 
are most often confused with each other are the letters that 
are pronounced the most similarly. The manner in which 
these confusion Sets are generated is Such that characters 
from different confusion sets have a relatively low probabil 
ity of being confused with each other. AS Shall be explained 
in connection with FIG. 3, the determination of which letters 
should be grouped together is based on the recognition 
probabilities arranged in the confusion matrix of memory 
45. In FIG.4, confusion set 1 groups together the letters “A”, 
“J”, and “K”. Confusion set 2 groups together the letters 
“B”, “C”, “D”, “E”, “P”, “T”, and “V”. Confusion set 3 
comprises the letters “S”, “F”, and “X”. Confusion set 4 
comprises the letters “I”, “R”, “O'”, and “L”. Confusion set 
5 comprises the letters “M” and “N”. Confusion set 6 
comprises the letter “W', and confusion set 7 comprise the 
letter “H”. 

Operating in accordance with the instructions provided by 
confusion Set generating module 80 and in accordance with 
the confusion matrix provided in memory 45, CPU 40 
performs the necessary calculations and procedures for 
generating the confusion Sets. Once generated, these confu 
sion sets are maintained in memory 70. It should be appre 
ciated that, for this example, the confusion matrix used to 
generate the confusion Sets of FIG. 4 does not correspond to 
the exemplary confusion matrix of FIG. 2. Instead, the 
confusion matrix used to generate these confusion Sets 
corresponds to one that covers the entire alphabet. Of 
course, the confusion Set generating method to be described 
is applicable to all confusion matrices, regardless of the 
particular characters that are covered by them. The first Step 
in generating the confusion Sets involves generating a matrix 
based on the confusion matrix that corresponds to the Speech 
recognizer 30 currently in use. In particular, each entry 
location (i.e., the intersection point of row X with column Y) 
of the newly generated matrix is populated with a value of 
1 if the Same entry location in the confusion matrix is 
populated with a recognition probability that is greater than 
a predetermined threshold. For those entry locations of the 
confusion matrix having recognition probabilities that are 
less than or equal to the threshold, the corresponding entry 
locations of the newly generated matrix receive a value of 0. 
The threshold is determined empirically according to any 
Suitable method, and it reflects the recognition characteris 
tics of the Speech recognizer associated with the confusion 
matrix. The newly generated matrix that results from this 
procedure is a matrix that comprises only ones and Zeroes. 
This matrix is then multiplied by itself a number of times 
equal to the amount of characters represented by the con 
fusion matrix. Thus, if the confusion matrix covers the entire 
alphabet, which includes twenty-six letters, then the ones 
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and-Zeroes matrix is multiplied by itself twenty-six times. 
The product of this multiplication is referred to as a con 
nectivity matrix, an example of which is illustrated in FIG. 
3. 

The distribution of characters among the various confu 
Sion Sets depends on the distribution of ones in the connec 
tivity matrix. Everywhere in the connectivity matrix that 
there is a “one,' the letters of the associated row and column 
are included in the same confusion Set. For example, in FIG. 
3, the column corresponding to the letter “A” includes a 
“one” at the rows corresponding to the letters “J” and “K”. 
Thus, the letters “A”, “J”, and “K” are placed within one 
confusion set. For column “B”, “ones' are associated with 
rows “C”, “D”, “E”, “P”, “T”, and “V”. Thus, the letters “B”, 
“C”, “D”, “E”, “P”, “T”, and “V” are included in another 
confusion Set. This proceSS is repeated until each character 
represented in the original confusion matrix is associated 
with a confusion set. The confusion sets of FIG. 4 represent 
one possible arrangement that the above-discussed proceSS 
may yield. 

It should be appreciated that this confusion Set generation 
need not be performed after the System is put in practice, but 
instead may be accomplished before the system 10 begins 
interacting with users. Moreover, every time a new recog 
nizer is installed, and consequently a new associated con 
fusion matrix is activated, the System 10 requires a corre 
sponding new plurality of confusion Sets to be generated. Of 
course, each different plurality of confusion Sets may be 
generated beforehand, So that if a new speech recognizer is 
implemented, the appropriate plurality of confusion Sets 
may be activated by entering a command through data input 
device 50. Further, the above-discussed procedure is not the 
only way to generate a plurality of confusion Sets; the 
present invention is intended to encompass any Suitable 
proceSS for grouping the most often confused letters with 
one another. Thus, for example, had the system 10 been 
programmed to Store recognition probabilities according to 
a data Structure other than a confusion matrix, the present 
invention would encompass whatever technique is Suitable 
for that data Structure for determining which groups of 
letters are most often confused with one another. 
Alternatively, the composition of each confusion Set may be 
determined empirically by having a programmer or a group 
of perSons Select which characters should be grouped 
together based on how close they are perceived to be in View 
of their respective pronunciations. Also, with respect to the 
character weightings assigned to each confusion Set, which 
shall be described Soon hereafter, once a new confusion 
matrix and associated plurality of confusion Sets are acti 
vated in response to the use of a new recognizer, CPU 40 
determines new character weightings for each confusion Set. 

The flow charts of FIGS. 5 and 6 illustrate the operation 
of CPU 40 in accordance with various identifier verification 
routines stored in module 75. Depending on the particular 
implementation, CPU 40 may select among these stored 
routines either automatically or based on a command entered 
through data input device 50. With respect to FIG. 5, voice 
prompt device 60, under the control of CPU 40, prompts the 
user to speak his identifier (step 500). For illustrative 
purposes, the spoken identifier shall be assumed to be 
AEJFD and it is assumed to be valid. Of course, valid 
identifiers are not limited to alphabetical letters, but instead 
may comprise numbers or typographical characters. In order 
to accommodate Such identifiers, the confusion matrix, 
along with the confusion sets derived therefrom, would of 
course include Such numbers and typographical characters. 

Returning to FIG. 5, the Voice Signal corresponding to this 
identifier is supplied through interface 65 to A/D converter 
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20, which generates a digitized Voice Signal corresponding 
to the Spoken identifier. This digitized voice Signal is Sup 
plied to recognizer 30, which represents the digitized voice 
Signal according to a well known digital coding technique. 
This digital code is referred to as a recognized identifier, and 
it may or may not include each character of the identifier that 
was spoken by the user (step 505). In this example, the 
recognized identifiershall be assumed to be JBKFP CPU 40 
then accesses the reference identifiers from database 35 and 
goes to the first (step 510). 
CPU 40 then goes to the first character in the current 

reference identifier and the recognized identifier (step 515). 
CPU 40 then determines whether the current characters from 
the reference identifier and the recognized identifier are from 
the same confusion set (step 520). If they are not from the 
same confusion set, CPU 40 eliminates the current reference 
identifier from further consideration (step 525). In order to 
understand the Significance of the elimination Step, it is 
useful to recall the fundamental purpose of confusion Sets, 
namely, to group together those characters that have greater 
than a certain chance of being confused for one another by 
a Speech recognizer for which the confusion Sets were 
generated. Since the character members of confusion Sets are 
organized according to this manner, it necessarily follows 
that character members from different confusion sets would 
have only a remote chance of being confused by the Speech 
recognizer. Therefore, by determining whether mismatched 
character members of corresponding character Sequences 
from misrecognized and reference identifiers are from the 
same confusion set, CPU 40 can eliminate those reference 
identifiers having only a slight chance of actually being the 
reference identifier that matches the input identifier. 

Returning to FIG. 5, if CPU 40 eliminates the current 
reference identifier and determines that more reference 
identifiers remain (step 530) to be compared with the 
recognized identifier, CPU 40 goes to the next reference 
identifier (step 535) and repeats the same analysis just 
described. If the current character from the reference iden 
tifier and the current character from the recognized identifier 
are from the same confusion Set and if more characters 
remain (step 540), CPU 40 moves on to the next characters 
(step 545) in the recognized and reference identifiers and 
repeats the same analysis of steps 520-535. After perform 
ing this analysis for each reference identifier (step 550), 
CPU 40 determines how many of the reference identifiers in 
database 35 were not eliminated form consideration (step 
555). These non-eliminated reference identifiers may be 
referred to as candidate reference identifiers. If the amount 
of non-eliminated reference identifiers is greater than one, 
CPU 40 causes voice prompt device 60 to prompt the user 
with each of the remaining reference identifiers until either 
the user positively confirms that a prompted reference 
identifier corresponds to what he spoke into voice input/ 
output device or until the user is prompted with all the 
candidate reference identifiers (step 560). If the user does 
not confirm that any candidate reference identifier matches 
the input identifier spoken into voice input/output device 15, 
CPU 40 may request that the user speak the input identifier 
once more into voice input/output device So that System 10 
can find a match for the input identifier on the basis of a new 
Voice Signal. If the user provides a positive confirmation for 
a particular candidate reference identifier, then the con 
firmed reference identifier is Selected as matching the input 
identifier (step 565). 

Repeatedly prompting a user with reference identifiers 
may become time-consuming and annoy the user if the 
amount of candidate reference identifiers is too large. In 
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order to automatically narrow the candidate reference iden 
tifiers to one reference identifier, the password Verification 
module 75 may be programmed to require CPU 40 to 
calculate an associative weighting for each candidate refer 
ence identifier. U.S. patent application Ser. No. 09/018,575, 
filed Feb. 5, 1988, entitled “A CONFUSION SET BASED 
METHOD AND SYSTEM FOR CORRECTING MISREC 
OGNIZED WORDS APPEARING IN DOCUMENTS 
GENERATED BY AN OPTICAL CHARACTER RECOG 
NITION TECHNIQUE", and which is incorporated by 
reference herein, also contains a discussion of associative 
weightings. In order to determine associative weightings for 
identifiers, CPU 40 assigns to each confusion set a value 
referred to as a character weighting. Character weightings 
are of two types: character change weightings and character 
identity weightings. Character change weightings reflect the 
average probability that a particular character will be rec 
ognized as another character of the same confusion Set, 
character identity weightings reflect the average probability 
that a character will be correctly recognized as itself. For 
reasons that shall Soon become apparent, this Second type of 
weighting is referred to as a "diagonal weighting as well. 

Based on these character weightings, CPU 40 determines 
an associative weighting value for each candidate. CPU 40 
Selects a candidate reference identifier that matches the input 
identifier on the basis of the associative weightings assigned 
to the candidate reference identifiers. An associative weight 
ing is an expression of the relative likelihood that the 
particular reference identifier to which the weighting has 
been assigned matches the input identifier provided by the 
USC. 

FIG. 6 illustrates a flow diagram representing instructions 
maintained in module 75 by which a matching candidate 
reference identifier is Selected on the basis of associative 
weightings that have been assigned to each candidate ref 
erence identifier. As with the procedure outlined in FIG. 5, 
the procedure in FIG. 6 begins with the prompting of a user 
to provide an input identifier (step 600). After producing a 
recognized identifier (step 605) and comparing the first 
character in the recognized identifier and first reference 
identifier (steps 610-615), CPU 40 determines whether 
these current characters are from the same confusion Set 
(step 620). As explained above, CPU 40 eliminates from 
consideration those reference identifiers that include char 
acters not from the same confusion Set as characters in the 
Same corresponding character positions of the recognized 
identifier (steps 625-650). 

If only one reference identifier remains after this proceSS 
of elimination (step 655), the remaining candidate reference 
identifier is selected as matching the input identifier (Step 
705). On the other hand, unlike the procedure in FIG. 5, 
when more than one candidate reference identifier remains 
after the process of elimination in steps 620-645, CPU 40 
calculates for each candidate reference identifier an asso 
ciative weighting, on the basis of which a matching refer 
ence identifier is Selected. In order to generate an associative 
weighting for a particular reference identifier, either a char 
acter change weighting or a character identity (or 
"diagonal) weighting must be assigned to each character of 
each candidate reference identifier. 

Each confusion Set is assigned a different character 
change weighting. Each confusion Set may also be assigned 
a separate character identity weighting or, instead, an overall 
character weighting applicable to each confusion Set may be 
used. The character change weighting assigned to each 
confusion Set is an average of each of the confusion matrix 
values that reflect the respective probabilities that one char 
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acter of the confusion Set would be misrecognized as another 
character of the confusion Set. For example, with respect to 
confusion Set 1, which includes the characters A, J, and K, 
CPU 40 would obtain from the confusion matrix maintained 
in memory 45 the probability that an A would be misrec 
ognized by the speech recognizer 30 as J, the probability that 
an A would be misrecognized as a K, the probability that a 
K would be recognized as an J, etc., until the probabilities 
of recognizing any character as any other character within 
the same confusion Set has been obtained from the confusion 
matrix. Once all these recognition probabilities are obtained 
from the confusion matrix, CPU 40 averages them and 
assigns this averaged value to confusion Set 1. This value is 
the character change weighting for confusion Set 1. The 
Same process is repeated in order to generate character 
change weightings for each one of confusion Sets 2-7. In the 
confusion Sets of FIG. 4, assume that confusion Set 1 is 
assigned a character change weighting of 0.70, confusion Set 
2 is assigned a character change weighting of 0.60, confu 
Sion Set 3 is assigned a character change weighting of 0.40, 
confusion Set 4 is assigned a character change weighting of 
0.75, confusion Set 5 is assigned a character change weight 
ing of 0.45, confusion Set 6 is assigned a character change 
weighting of 0.96, and confusion Set 7 is assigned a char 
acter change weighting of 0.92. 
A character identity weighting is an average of the con 

fusion matrix probabilities that each particular character to 
which this weighting corresponds will be correctly recog 
nized as itself. For instance, in confusion Set 1, this character 
identity weighting would be the average of the probability 
that an A would be recognized as an A, the probability that 
a J would be recognized as a J, and the probability that a K 
would be recognized as a K. These probabilities are obtained 
from a confusion matrix that is associated with the Speech 
recognizer to be used, and the resulting character identity 
weighting is also referred to as a diagonal probability 
because the probabilities used to determine this weighting 
all lie along the diagonal leading from the top left hand 
corner to the bottom right hand corner of the confusion 
matrix. This calculation is carried out for each of the 
confusion Sets, So that each confusion Set is associated not 
only with a character change weighting, but also with a 
character identity weighting. ASSume that in this example, 
confusion Set 1 is associated with a character identity 
weighting of 0.91, confusion Set 2 is assigned a character 
identity weighting of 0.95, confusion Set 3 is assigned a 
character identity weighting of 0.93, confusion Set 4 is 
assigned a character identity weighting of 0.95, confusion 
Set 5 is assigned a character identity weighting of 0.94, 
confusion Set 6 is assigned a character identity weighting of 
0.96, and confusion Set 7 is assigned a character identity 
weighting of 0.92. The character identity weightings and 
asSociated character change weightings for confusion Sets 6 
and 7 are the same because each of these confusion Sets 
includes only one character. 
AS an alternative, an overall, or global, character identity 

weighting may be calculated and applied to each of the 
confusion Sets. This global character identity is the average 
of all of the probability values maintained along the above 
mentioned diagonal of the confusion matrix, which reflects 
the probabilities of recognizing each character encompassed 
by the confusion matrix as itself. Once this global character 
identity weighting is determined, it is associated with each 
confusion Set. ASSume that in this example, the global 
character identity weighting is 0.96. 

Returning to FIG. 6, assume that the input identifier is 
AEJFD, the recognized identifier is JBKFP, and that the 
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remaining candidate reference identifiers are KBAXV, 
ATASE, AEJFD, and AEAST. In this example, CPU 40 
would go to the first candidate reference identifier, KBAXV, 
and compare it to the recognized identifier JBKFP (step 
660). CPU 40 then compares the first characters in these 
identifiers, namely J and K, to determine whether they are 
different or the same characters (steps 665–670) (the deter 
mination of whether they belong to the same confusion Set 
was made at step 620). If these characters are different, as 
they are here, CPU 40 assigns to character K of the candidate 
reference identifier the character change weighting associ 
ated with K's confusion set, which is confusion Set 1 (Step 
675). This character change weighting, as mentioned above, 
is 0.70. Going to the next characters in the recognized 
identifier and the reference identifier (step 685), B and B, 
CPU 40 determines in step 670 that they are the same 
character; consequently, CPU 40 assigns to character B of 
the reference identifier the character identity weighting for 
confusion set 2, which is 0.95 (step 680). If each confusion 
Set was instead asSociated with a common, global character 
identity weighting, CPU 40 would assign the weighting of 
0.96 to character B. After repeating this process for each 
character of reference identifier KBAXV, the following 
character weightings are determined: 

V. O.60 
In order to determine an associative weighting for this 

reference identifier, these character weightings are multi 
plied together (step 695). Based on this multiplication, the 
associative weighting for reference identifier KBAXV is 
0.113. This proceSS is repeated for the remaining reference 
identifiers, So that the following associative weightings are 
produced: 
ATASE: O. 115 
AEJFD: 0.164 
AEAST: 0.115 
After assigning an associative weighting to each candi 

date reference identifier in the manner described above, CPU 
40 Selects from this grouping a candidate reference identifier 
that matches the input identifier (step 705). CPU 40 accom 
plishes this by Selecting the candidate reference identifier 
asSociated with the highest associative weighting; in this 
case, that reference identifier is AEJFD, which corresponds 
to the input identifier. AS an alternative, instead of Selecting 
the candidate reference identifier with the highest associa 
tive weighting, CPU 40 may instead select the candidate 
reference identifiers with the N highest associative 
weightings, or CPU 40 may select those candidate reference 
identifiers associated with associative weightings that 
exceed an empirically determined threshold. The user may 
then be prompted with each of the candidate reference 
identifiers Selected in this fashion until the user provides a 
positive confirmation. An efficient way to prompt the user 
with these candidate reference identifiers would be to first 
rank them in descending order according to their associative 
weightings, and then Start the prompting procedure with the 
highest ranked candidate reference identifier. 
AS is evident from this discussion, the present invention 

is broadly directed to a reference identifier correction System 
that uses a plurality of predetermined confusion Sets to 
compensate and correct for any errors that may occur when 
a Speech recognizer produces a recognized identifier in 
response to an input identifier. Thus, unlike previously 

15 

25 

35 

40 

45 

50 

55 

60 

65 

12 
proposed identifier recognition Systems, which would be 
incapable of finding a match for an input identifier once an 
erroneous recognized identifier is produced, the System of 
the present invention can find a match for an input identifier 
even if the System initially misrecognizes the input identi 
fier. As a consequence of this invention, much time is Saved 
Since users will much less frequently be required to re-enter 
input identifiers that were erroneously processed by the 
Speech recognizer. 
The above described embodiments are illustrative of the 

principles of the present invention. Other embodiments 
could be devised by those skilled in the art without departing 
from the Spirit and Scope of the present invention. 
What is claimed is: 
1. A method of recognizing an identifier entered by a user, 

the identifier including a first plurality of predetermined 
characters, the method comprising the Steps of: 

a) providing a recognized identifier based on the entered 
identifier, the recognized identifier comprising a Second 
plurality of predetermined characters, 

b) providing a plurality of reference identifiers, each one 
of the plurality of reference identifiers comprising a 
different plurality of predetermined characters, 

c) providing a plurality of confusion sets, each confusion 
Set grouping together a different Set of character mem 
bers; 

d) comparing at least one character in the recognized 
identifier with a character in a corresponding character 
position of a current reference identifier to determine 
which characters in the recognized identifier do not 
correspond to the characters in the corresponding char 
acter positions of the current reference identifier; 

e) eliminating the current reference identifier if the char 
acter of any character position of the recognized iden 
tifier does not match the character in the corresponding 
character position of the current reference identifier and 
if the characters in the corresponding character posi 
tions of the recognized identifier and the current refer 
ence identifier are not from the same confusion Set, 

f) repeating Steps d) and e) for every reference identifier, 
the remaining non-eliminated reference identifiers 
comprising a Set of candidate reference identifiers, 

g) reducing, if the set of candidate reference identifiers 
includes more than one reference identifier, the Set of 
candidate of reference identifiers to a single reference 
identifier in accordance with a set of predetermined 
criteria; and 

h) Selecting the candidate reference identifier remaining in 
the Set of candidate reference identifiers as correspond 
ing to the input identifier. 

2. The method according to claim 1, wherein each one of 
the entered identifier, the recognized identifier, and the 
plurality of reference identifiers comprises a plurality of 
alphanumeric characters. 

3. The method according to claim 1, wherein each one of 
the entered identifier, the recognized identifier, and the 
plurality of reference identifiers comprises a plurality of 
numbers. 

4. The method according to claim 1, wherein each one of 
the entered identifier, the recognized identifier, and the 
plurality of reference identifiers comprises a plurality of 
alphabetical letters. 

5. The method according to claim 1, wherein the plurality 
of confusion Sets is derived from at least one confusion 
matrix. 

6. The method of claim 1, wherein the entered identifier 
is entered by the user Speaking the identifier into a voice 
input device. 
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7. The method according to claim 6, wherein the recog 
nized identifier is provided by a speech recognizer. 

8. The method of claim 1, wherein the entered identifier 
is entered by the user through a touch-tone input device. 

9. The method of claim 8, wherein the recognized iden 
tifier is provided by a touch-tone recognizer. 

10. The method according to claim 1, wherein the step g) 
comprises: 

i) prompting the user with each candidate reference 
identifier until the user provides a positive confirmation 
indicating that a prompted candidate reference identi 
fier corresponds to the input identifier; and 

ii) ceasing the prompting in Step i) if the user has been 
prompted with each candidate reference identifier. 

11. The method according to claim 1, wherein the step g) 
comprises: 

i) assigning an associative weighting to each one of the Set 
of candidate reference identifiers, and 

ii) Selecting the candidate reference identifier with the 
highest associating Weighting. 

12. The method according to claim 11, wherein the step i) 
comprises: 

iii) assigning a character change weighting and a charac 
ter identity weighting to each one of the plurality of 
confusion Sets 

iv) going to a first one of the set of candidate reference 
identifiers, 

V) determining for each character position of the candi 
date reference identifier the confusion set to which the 
character occupying the character position belongs, 

Vi) determining for each character position of the candi 
date reference identifier whether the character included 
therein is the Same as the character of the correspond 
ing character position of the misrecognized identifier; 

vii) assigning to each character position of the candidate 
reference identifier one of the character change weight 
ing and the character identity weighting of the confu 
Sion Set associated with the character occupying each 
character position of the candidate reference identifier; 

viii) determining an associative weighting for the candi 
date reference identifier on the basis of the character 
weightings assigned to each character position in Step 
Vii); and 

ix) repeating steps V)-viii) for each candidate reference 
identifier. 

13. The method according to claim 12, wherein the step 
viii) comprises multiplying together each of the one of the 
character change weightings and character identity weight 
ings assigned to each character position of the candidate 
reference identifier. 

14. An apparatus for recognizing an identifier entered by 
a user, the identifier including a first plurality of predeter 
mined characters, the apparatus comprising: 

a) first means for providing a recognized identifier based 
on the entered identifier, the recognized identifier com 
prising a Second plurality of predetermined characters, 

b) Second means for providing a plurality of reference 
identifiers, each one of the plurality of reference iden 
tifiers comprising a different plurality of predetermined 
characters, 

c) third means for providing a plurality of confusion sets, 
each confusion Set grouping together a different Set of 
character members, 

d) means for comparing at least one character in the 
recognized identifier with a character in a correspond 
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ing character position of a current reference identifier to 
determine which characters in the recognized identifier 
correspond to the character in the corresponding char 
acter positions of the current reference identifier; 

e) means for eliminating the current reference identifier if 
the character of any character position of the recog 
nized identifier does not match the character in the 
corresponding character position of the current refer 
ence identifier and if the characters in the correspond 
ing character positions of the recognized identifier and 
the current reference identifier are not from the same 
confusion Set, 

f) means for repeating the operation of the means for 
comparing and the means for eliminating for every 
reference identifier, the remaining non-eliminated ref 
erence identifiers comprising a set of candidate refer 
ence identifiers, 

g) means for reducing, if the set of candidate reference 
identifiers includes more than one reference identifier, 
the Set of candidate reference identifiers to a Single 
reference identifier in accordance with a set of prede 
termined criteria; and 

h) first means for Selecting the candidate reference iden 
tifier remaining in the Set of candidate reference iden 
tifiers as corresponding to the input identifier. 

15. The apparatus according to claim 14, wherein each 
one of the entered identifier, the recognized identifier, and 
the plurality of reference identifiers comprises a plurality of 
alphanumeric characters. 

16. The apparatus according to claim 14, wherein each 
one of the entered identifier, the recognized identifier, and 
the plurality of reference identifiers comprises a plurality of 
numbers. 

17. The apparatus according to claim 14, wherein each 
one of the entered identifier, the recognized identifier, and 
the plurality of reference identifiers comprises a plurality of 
alphabetical letters. 

18. The apparatus according to claim 14, wherein the 
plurality of confusion Sets is derived from at least one 
confusion matrix. 

19. The apparatus of claim 14, wherein the entered 
identifier is entered by the user Speaking the identifier into 
a voice input device. 

20. The apparatus according to claim 19, wherein the 
recognized identifier is provided by a speech recognizer. 

21. The apparatus of claim 14, wherein the entered 
identifier is entered by the user through a touch-tone input 
device. 

22. The apparatus of claim 21, wherein the recognized 
identifier is provided by a touch-tone recognizer. 

23. The apparatus according to claim 14, wherein the Step 
means for reducing comprises: 

i) means for prompting the user with each candidate 
reference identifier until the user provides a positive 
confirmation indicating that a prompted candidate ref 
erence identifier corresponds to the input identifier; and 

ii) means for ceasing the prompting means if the user has 
been prompted with each candidate reference identifier. 

24. The apparatus according to claim 14, wherein the 
means for reducing comprises: 

i) first means for assigning an associative weighting to 
each one of the Set of candidate reference identifiers, 
and 

ii) Second means for Selecting the candidate reference 
identifier with the highest associative weighting. 
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25. The apparatus according to claim 24, wherein the first 
means for assigning comprises: 

iii) Second means for assigning a character change 
weighting and a character identity weighting to each 
one of the plurality of confusion Sets 

iv) means for going to each one of the Set of candidate 
reference identifiers, 

V) first means for determining for each character position 
of the candidate reference identifier the confusion Set to 
which the character occupying the character position 
belongs, 

vi) Second means for determining for each character 
position of the candidate reference identifier whether 
the character included therein is the same as the char 
acter of the corresponding character position of the 
misrecognized identifier; 

vii) third means for assigning to each character position of 
the candidate reference identifier one of the character 
change weighting and the character identity weighting 
of the confusion Set associated with the character 
occupying each character position of the candidate 
reference identifier; and 

viii) third means for determining an associative weighting 
for the candidate reference identifier on the basis of the 
character weightings assigned to each character posi 
tion by the third means for assigning. 

26. The apparatus according to claim 25, wherein the third 
means for determining comprises means for multiplying 
together each of the one of the character change weightings 
and character identity weightings assigned to each character 
position of the candidate reference identifier. 
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27. An apparatus for recognizing at least one input iden 

tifier provided by a user, the apparatus comprising: 
a Speech recognizer; 
a processing device in communication with the Speech 

recognizer; 
an identifier verification module in communication with 

the processing device, the identifier Verification module 
eliminating each previously retrieved reference identi 
fier that includes a character that does not match a 
character of a corresponding character position in a 
recognized identifier and that is of a different confusion 
Set than that of the character of the corresponding 
character position in the recognized identifier; 

a confusion matrix memory in communication with the 
processing device; 

a confusion Set generating module in communication with 
the processing device; 

a confusion Set memory in communication with the 
processing device; and 

a reference identifier database in communication with the 
processing device. 

28. The apparatus according to claim 27, further com 
prising: 

a data input device in communication with the processing 
device; and 

a display device in communication with the processing 
device. 


